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Company Introduction

・Founded in 1937 
・Head Office Plant in JAPAN
・Overseas Operations: USA, INDONESIA, THAILAND

Main Products

Transfer case

Transmission

Customers

FY 2013
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Company Introduction

・ ISO26262 [ISO11] regulates the required
safety of components in the system

 whole system safety
・We are open to evaluate new methods

includes human factor

We confirmed the effectiveness of STAMP 
method for incident investigation
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Product: 4WD System

4ＷＤ (Four-wheel drive) sｙｓｔｅｍ ｇｉｖｅｓ ｐｏｗｅｒ ｔｏ ａｌｌ

ｆｏｕｒ ｗｈｅｅｌｓ

Ｐｉｃｔｕｒｅ Ｓｏｕｒｃｅ： http://www.4wds.co.nz/
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Analysis Flow

Step 1: Building functional control structure

Step 2: Recognizing hazard scenarios caused by an inappropriate control action

Step 3: Recognizing the potential cause that leads to hazard scenario..

Human Mental Model Analysis

Method in the Past

Step 0: Identify potential accidents and hazards
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Step 0: Identify the potential accident

① Launch acceleration

②Pre-corner braking

③ 1st half of corner

④ Corner peak

⑤ Sharp corner, unstable vehicle 
slip

①

②

③

④

⑤
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Step 1: Building Control Structure

Building control structure:
・ Focusing on dynamic process
・ Considering that the accident is not caused only by  failure 

of a single component

Four elements in the system:
・ 4WD System
・ Vehicle (Transfer Case)
・ Human
・ Electronic Stability Control (ESC)

Ｐｉｃｔｕｒｅ Ｓｏｕｒｃｅ： http://www.redpartidos.org
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Step1: Building control structure
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Step2: Recognizing Hazard ScenariosStep2: Recognizing Hazard Scenarios
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Step 2: Recognizing Hazard Scenarios
Command No Command Incorrect 

Command Incorrect Timing Command Stoped 
Too Soon

4WD Control 
Module FR/RR 
Torque Split 
Command to 
Vehicle 
(Transfer Case)

ESC will give 
command to 
the vehicle; no 
problem.

Incorrect 
FR/RR torque 
split command 
will interact 
with brakes, 
while ESC in 
operation. 
Vehicle might 
slip (UCA01-1). 

Will interfere with 
brakes if FR/RR 
torque split 
command turned 
off too late while 
ESC in operation. 
Vehicle might slip 
(UCA01-2).

FR/RR torque split 
command will be 
given by  ESC to 
vehicle; no problem.

ESC Command 
to Vehicle 
(Transfer Case)

Depending on 
drivers skills 
the vehicle 
might slip in 
difficult road 
bend if there 
is no ESC 
signal to the 
vehicle 
(UCA02-1).

NA

Depending on 
drivers skills the 
vehicle might slip 
in difficult road 
bend if the ESC 
signal to the 
vehicle is delayed 
(UCA2-2).

Depending on 
drivers skills the 
vehicle might slip in 
difficult road bend if 
the ESC signal to 
the vehicle stops 
too early (UCA2-3).
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Step 3: Recognizing the potential cause
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・ECU damaged (damaged circuits)
・Unsuitable algorithm
・Incorrect operation due to noise

・Damaged components
・Time deterioration
・Ambient Temperature

4WD Control Module

・Motor deterioration
・Motor damage
・Overheat
・Overload

・Sensor deterioration
・Sensor damage
・Ambient Temperature
・Wrong measurement

Actuator Sensor

Vehicle (Transfer Case)

No power (harness or
connector broken)
Insufficient power

Incorrect power source voltage (alternator deterioration)

Cannot transfer torque
 (Broken shift mechanism)
Incorrect torque
 (Shift mechanism wear)

Information not transmitted (failure)
Incorrect information (incorrect position)

Process model incorrect
or incomplete

Unanticipated
noise/temperature

No signal output (harness issue)
Signal too short (high harness resistance)
Incorrect signal (noise)

・Electronic control unit damaged
(damaged circuits)
・Unsuitable algorithm

ESC

Delayed signal
Incorrect/missing
ESC signal



・ECU damaged (damaged circuits)
・Unsuitable algorithm
・Incorrect operation due to noise

・Damaged components
・Time deterioration
・Ambient Temperature

4WD Control Module

・Motor deterioration
・Motor damage
・Overheat
・Overload

・Sensor deterioration
・Sensor damage
・Ambient Temperature
・Wrong measurement

Actuator Sensor

Vehicle (Transfer Case)

No power (harness or
connector broken)
Insufficient power

Incorrect power source voltage (alternator deterioration)

Cannot transfer torque
 (Broken shift mechanism)
Incorrect torque
 (Shift mechanism wear)

Information not transmitted (failure)
Incorrect information (incorrect position)

Process model incorrect
or incomplete

Unanticipated
noise/temperature

No signal output (harness issue)
Signal too short (high harness resistance)
Incorrect signal (noise)

・Electronic control unit damaged
(damaged circuits)
・Unsuitable algorithm

ESC

Delayed signal
Incorrect/missing
ESC signal

Step 3: Recognizing the potential cause

・ Damaged components

・ Time Deterioration

・ Ambient Temperature
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<Copyright 2014 UNIVANCE CORPORATION All rights reserved.> 17

・ECU damaged (damaged circuits)
・Unsuitable algorithm
・Incorrect operation due to noise

・Damaged components
・Time deterioration
・Ambient Temperature

4WD Control Module

・Motor deterioration
・Motor damage
・Overheat
・Overload

・Sensor deterioration
・Sensor damage
・Ambient Temperature
・Wrong measurement

Actuator Sensor

Vehicle (Transfer Case)

No power (harness or
connector broken)
Insufficient power

Incorrect power source voltage (alternator deterioration)

Cannot transfer torque
 (Broken shift mechanism)
Incorrect torque
 (Shift mechanism wear)

Information not transmitted (failure)
Incorrect information (incorrect position)

Process model incorrect
or incomplete

Unanticipated
noise/temperature

No signal output (harness issue)
Signal too short (high harness resistance)
Incorrect signal (noise)

・Electronic control unit damaged
(damaged circuits)
・Unsuitable algorithm

ESC

Delayed signal
Incorrect/missing
ESC signal



Human Factor

Human Mental Model Analysis:
Skill-based behavior -> Experienced Driver
Rule – based behavior -> Regular Driver
Knowledge-based behavior ->Inexperienced Driver

Depending on 
drivers skills the 
vehicle might slip 
in difficult road 
bend if the ESC 
signal to the 
vehicle is delayed 
(UCA2-2).
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Human Factor

PROCESS
LAYER ①Detection ②Identification ③Decision ④Action

(I)SKILL-BASED
BEHAVIOR

(Ⅱ)RULE-BASED
BEHAVIOR

(Ⅲ)KNOWLEDGE-
     BASED BEHAVIOR

Human Recognition behavior could be divided:
・ Detection
・ Identification
・ Decision
・ Action

Human Mental Model Matrix
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Human Mental Model Analysis

Layer
Process

1. Detection 2. Identification 3. Decision 4. Action

SKILL-BASED 
BEHAVIOR
Professional 
Driver

Sharp road 
bend/curve 
detected.

Successfully 
cornering.

RULE-BASED 
BEHAVIOR
Regular Driver

Sharp road 
bend/curve 
detected.

Identify , that 
vehicle will slip.

Decide to reduce 
vehicle speed and 
change vehicle 
direction.

Incorrectly assume 
that it is OK to enter 
the corner without 
slowing down.

KNOWLEDGE-
BASED 
BEHAVIOR
Inexperienced 
Driver

Sharp road 
bend/curve 
detected.

Identify danger.

Decide to reduce 
vehicle speed and 
change vehicle 
direction.

Unsure how much 
to slow down, make 
the wrong 
assumption, enter the 
corner too fast.
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Method in the Past

Quality Function Deployment
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Quality 
Characteristics

Quality required
(Primary)

safety hard to get hurt

suitability easy to drive



Result and Observations

・ STAMP/STPA within human mental model matrix is 
valuable method for safety engineering

・ Additional guidance needed for Human Mental Model 
Analysis

・ Explore additional opportunities for STPA process 
enhancement

・ UNIVANCE will continue to enhance methodology for 
product development in the future.
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Thank You!
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